LEVERAGING PROMETHEUS AND GRAFANA FOR ON-PREMISES
MONITORING

BMC Helix IT Operations Management (ITOM) offers robust performance monitoring capabilities,
enabling proactive issue identification and swift resolution. However, in instances where it's
inaccessible, BMC Helix on-premises applications expose metrics that can be leveraged by open-
source monitoring and alerting solutions like Prometheus and Grafana.

Prometheus gathers detailed metrics about performance, application health, and infrastructure and
allows user-defined, application-specific, custom metrics for more granular monitoring and insights.
A versatile querying language (PromQL) enables users to slice and dice the collected data and apply
sophisticated queries and visualizations for better decision making.

Prometheus integrates seamlessly with Grafana, which empowers users to visualize insights into
their containerized deployments through rich dashboards and monitor and analyze the performance
of containerized applications in real time. Since it's open source, Prometheus does not incur
licensing fees, making it a cost-effective solution for monitoring containerized deployments and on-
premises, which is beneficial for customers with strict data governance and security requirements.

In this blog, | will explain how to set up and configure Prometheus and Grafana.

Data retrieval

Referring to the diagram here, the worker is responsible for collecting the metrics from the targets,
so it will send the HTTP request out to specific targets and collect the metrics. Once it is collected,
the metrics will be stored in a time-series database (TSDB), where we store all the metrics. The
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TSDB in Prometheus plays a crucial role in the efficient storage, retrieval, and management of time-
series metrics.

The HTTP server allows us to retrieve the data stored in the database and has a built-in query
language called PromQL. Exporters act as intermediaries between the target system and
Prometheus, extracting metrics from the target system, transforming them into the Prometheus data
format, and exposing an HTTP endpoint for the Prometheus Server to scrape them. We will be using
a mixture of sidecar exporters and plugins.

Prometheus Operator

The Prometheus Operator is a custom controller that monitors the new object types introduced
through the following custom resource definitions (CRDs).

* Prometheus: Defines the desired Prometheus deployments as a StatefulSet.

* Alertmanager: Defines a desired Alertmanager deployment.

ServiceMonitor: Specifies how groups of Kubernetes services should be monitored.
PodMonitor: Specifies how groups of pods should be monitored.

Probe: Specifies how groups of ingresses or static targets should be monitored.
PrometheusRule: Defines a desired set of Prometheus alerting and/or recording rules.
AlertmanagerConfig: Specifies subsections of the Alertmanager configuration.

Kube-Prometheus

The Kube-Prometheus stack provides example configurations for a cluster monitoring stack based
on Prometheus and the Prometheus Operator. It contains Kubernetes manifests for installing
Grafana, Alertmanager, Node Exporter, and Kube-state-metrics, including all of the role-based
access control (RBAC) permissions and service accounts needed to get it up and running, so instead
of installing all of the components manually, you can simply use the Kube-Prometheus helm chart.

The stack is comprised of four components:

* Prometheus: Gets the metrics data from the application and stores it.

» Grafana: Takes data from Prometheus and displays in multiple visualizations.
* Alertmanager: Gets alerts from Prometheus and sends notifications.

* Push gateway: Adds support for metrics that cannot be scrapped.

For your reference, the individual manifests are located here. With the exception of the elastic-
search and postgres exporter, the following objects will be deployed:
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[root@cim-aus-tyGeef ~]# k -n kube-prometheus-stack get all

NAME READY STATUS RESTARTS AGE
pod/alertmanager-kube-prometheus-stack-alertmanager-0 2/2 Running © 4d
pod/elastic-prometheus-elasticsearch-exporter-Tb69979b55-sg2wm 1/1 Running @ 4ad
pod/kube-prometheus-stack-grafana-d4cdf9984-6j4sf 3/3 Running @ 4d
pod/kube-prometheus-stack-kube-state-metrics-6dcf696baf-gndbt 1/1 Running © ad
pod/kube-prometheus-stack-operator-5b5d49655c-msw2x 1/1 Running @ ad
pod/kube-prometheus-stack-prometheus-node-exporter-2cqx2 1/1 Running @ 4d
pod/kube-prometheus-stack-prometheus-node-exporter-2j1fv 1/1 Running @ 4d
pod/kube-prometheus-stack-prometheus-node-exporter-16wbm 1/1 Running @ 4d
pod/kube-prometheus-stack-prometheus-node-exporter-m9h8x 1/1 Running @ ad
pod/kube-prometheus-stack-prometheus-node-exporter-mnj87 1/1 Running @ 4d
pod/kube-prometheus-stack-prometheus-node-exporter-g8prl 1/1 Running © 4d
pod/kube-prometheus-stack-prometheus-node-exporter-rgédx 1/1 Running @ 4d

pod /kube-prometheus-stack-prometheus-node-exporter-rxawq 1/1 Running @ ad
pod/kube-prometheus-stack-prometheus-node-exporter-s6mga 1/1 Running © ad
pod/kube-prometheus-stack-prometheus-node-exporter-znfcn 1/1 Running @ ad
pod/prometheus-kube-prometheus-stack-prometheus-9 2/2 Running @ 4d

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
service/alertmanager-operated ClusterIP None <none>» 9693 /TCP,9094/TCP, 9094 /UDP ad
service/elastic-prometheus-elasticsearch-exporter ClusterIP 10.116.249.123 <none» 9108/TCP 4d
service/kube-prometheus-stack-alertmanager ClusterIP 10.96,20.217 <none> 9093/TCP,8080/TCP 4d
service/kube-prometheus-stack-grafana NodePort 16.116.120,220 <none>» 80:30253/TCP 4d
service/kube-prometheus-stack-kube-state-metrics ClusterIP  10.103.75.8 <none: 8080/TCP 4d
service/kube-prometheus-stack-operator ClusterIP 16.108.15.195 <none 443 /TCP 4d
service/kube-prometheus-stack-prometheus NodePort 18.99,212.209 <none>» 9090: 31898 /TCP,B8080:30499/TCP  4ad
service/kube-prometheus-stack-prometheus-node-exporter ClusterIP  10.110.42.207 <none> 9100/TCP 4d
service/prometheus-operated ClusterIP None <none> 9898 ,/TCP ad
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
daemonset . apps/kube-prometheus-stack-prometheus-node-exporter 10 16 16 18 18 kubernetes.diofos=linux  4d
NAME READY UP=TO=DATE AVAILABLE AGE
deployment.apps/elastic-prometheus-elasticsearch-exporter 1/1 1 1 ad

deployment. apps,/kube-prometheus-stack-grafana 1/1 1 1 4d
deployment.apps/kube-prometheus-stack-kube-state-metrics 1/1 1 1 4d

deployment. apps/kube-prometheus-stack-operator 1/1 1 1 ad

NAME DESIRED CURRENT  READY  AGE
replicaset.apps/elastic-prometheus-elasticsearch-exporter-64c6848c46 0 ] 2] ad
replicaset.apps/elastic-prometheus-elasticsearch-exporter-7b69979b55 1 1 1 4d
replicaset.apps/kube-prometheus-stack-grafana-d4cdfo9ss 1 1 1 ad
replicaset.apps/kube-prometheus-stack-kube-state-metrics-6dcf696baf 1 1 1 4d
replicaset.apps/kube-prometheus-stack-operator-5b5d49655¢ 1 1 1 4d

NAME READY AGE
statefulset.apps/alertmanager-kube-prometheus-stack-alertmanager 1/1 4d
statefulset.apps/prometheus-kube-prometheus-stack-prometheus 1/1 4d

Node exporter: Runs as a pod on each node (daemonset) in the Kubernetes cluster and collects
system-level metrics from the node, including CPU usage, memory usage, disk /0 statistics, and
network statistics.

Elasticsearch/Postgres exporters: Used to collect and expose metrics in a format Prometheus can
scrape.

Grafana: Query, visualize, and understand metrics from the Prometheus TSD.

Kube state metrics: Continuously watches the Kubernetes API server for changes to objects’ states
and configurations. It retrieves information about these objects, including their current state, labels,
annotations, and other relevant metadata.

Prometheus Operator: Introduces custom resource definitions (CRDs) for Prometheus,
Alertmanager, service monitors, and other monitoring-related resources. These CRDs allow users to
define monitoring configurations as Kubernetes objects.

Kube-Prometheus installation

Prerequisites

e Kubernetes 1.19 +
e Helm 3.12 +
e In order for the Prometheus Operator to work in an RBAC-based authorization environment, a



ClusterRole with access to all the resources the Operator requires for the Kubernetes API
needs to be created. A cluster admin is required to create this ClusterRole and a
ClusterRoleBinding or RoleBinding to the ServiceAccount used by the Prometheus pods. The
ServiceAccount used by the Prometheus pods can be specified in the Prometheus object.

Note: Prometheus does NOT modify any objects in the Kubernetes API, and only requires the get, list,
and watch actions.

Steps

a) Add the Prometheus Community helm repository and update the repo.

helm repo add prometheus-community
https://prometheus-community.github.io/helm-charts

helm repo update
b) Update helm version for compatibility.

wget https://get.helm.sh/helm-v3.12.3-1linux-amd64.tar.gz

tar -zxvf helm-v3.12.3-linux-amd64.tar.gz

mv linux-amd64/helm /usr/local/bin/helm #(choose option to overwrite)
c) Install the Prometheus/Grafana stack with helm.

helm install kube-prometheus-stack --create-namespace --namespace kube-
prometheus-stack prometheus-community/kube-prometheus-stack

d) Choose a service type, so long as it's accessible from outside the cluster. For simplicity, we'll use a
NodePort service type as all nodes are available.

kubectl -n kube-prometheus-stack get svc kube-prometheus-stack-prometheus -o
yaml > kube-prometheus-stack-prometheus.yaml #Backup service before edit
kubectl -n kube-prometheus-stack edit svc kube-prometheus-stack-prometheus
#Dynamically update service

Search for type and change to NodePort (case sensitive), for example:
type: NodePort

Kubernetes will automatically pick an assign a port number, which will map to port 9090. For
example:

kubectl -n kube-prometheus-stack get svc kube-prometheus-stack-prometheus
9090:30222/TCP,8080:30672/TCP 11d

e) Access Prometheus from any worker node on the port defined from above, for example:
http://worker3:30222

f) Change Grafana to a NodePort service.


https://prometheus-community.github.io/helm-charts
https://get.helm.sh/helm-v3.12.3-linux-amd64.tar.gz

kubectl -n kube-prometheus-stack get svc kube-prometheus-stack-grafana -o
yaml > kube-prometheus-stack-grafana.yaml#Backup service before edit
kubectl -n kube-prometheus-stack edit svc kube-prometheus-stack-grafana
#Dynamically update service

Search for type and change to NodePort (case sensitive), for example:

type: NodePort

As above, pick out the port K8s maps to port 80.

kubectl -n kube-prometheus-stack get svc kube-prometheus-stack-grafana
g) Access Grafana from any worker node on the port defined:
http://workerl:<serviceport>

The default username for this stack is admin and the password is prom-operator.

The Kube-Prometheus stack provides a number of out-of-the-box service monitors and reports that
can be used for both BMC Helix Innovation Suite and BMC Helix platform Common Services.

LU

For example, to view data related
to pods in a particular namespace, click on the Compute Resources /Namespaces Workloads
report.
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BMC Helix ServiceMonitors

We provide the following Service Monitors for BMC Helix common services:

¢ helix-es-monitor

* helix-kafka-monitor

¢ helix-pg-monitor

e helix-redis-monitor

¢ helix-vminsert-monitor

¢ helix-vmselect-monitor
* helix-vmstorage-monitor

1. Download and copy the monitoring attachment from BMC Communities here.

2. Extract the file and change to the “monitoring” folder.

unzip monitoring.zip
cd monitoring

3. Install the BMC Helix-monitoring helm chart in the Kube-Prometheus-stack namespace against
the Platform Common Services namespace (<platform>).

helm install helix-monitoring ./chart --set namespace=<platform> -n kube-
prometheus-stack

4. BMC Helix ServiceMonitor objects and the namespace where they belong are selected by the
serviceMonitorSelector and serviceMonitorNamespaceSelector of a Prometheus object, so we need
to make sure the labels are consistent with the prometheuses.monitoring.core CRD.

kubectl -n kube-prometheus-stack get serviceMonitor | grep helix

helix-pg-monitor
helix-redis-monitor
helix-vmselect-monitor
helix-vmstorage-monitor
helix-vminsert-monitor
helix-es-monitor
helix-kafka-monitor

kubectl -n kube-prometheus-stack label servicemonitors --all release=kube-
prometheus-stack # Label all service monitors so prometheus can find the
correct service/pod

5. Install the elastic search exporter and create a Kubernetes secret with credentials.

helm -n kube-prometheus-stack install elastic prometheus-
community/prometheus-elasticsearch-exporter

kubectl -n kube-prometheus-stack create secret generic elastic --from-
literal=ES USERNAME=admin --from-literal=ES PASSWORD=admin


https://community.bmc.com/s/news/aA33n0000000SlhCAE/monitoring-bmc-helix-it-operations-management-onpremises-deployments

6. Mount the secret as an environmental variable and skip the SSL check.

kuebctl -n kube-prometheus-stack get deploy elastic-prometheus-elasticsearch-
exporter -o yaml > elastic-prometheus-elasticsearch-exporter.yaml # Backup
deployment before changing

kuebctl -n kube-prometheus-stack edit deploy elastic-prometheus-
elasticsearch-exporter # Dynamically edit the deployment

spec:

containers:

- command:

- elasticsearch exporter

- --log.format=logfmt

- --log.level=info

- --es.uri=https://opensearch-logs-data.<platform>:9200
- --es.ssl-skip-verify

- --es.all

- --es.indices

- --es.indices settings

- --es.indices mappings

- --es.shards

- --collector.snapshots

- --es.timeout=30s

- --web.listen-address=:9108
- --web.telemetry-path=/metrics
env:

- name: ES PASSWORD
valueFrom:

secretKeyRef:

key: ES PASSWORD

name: elastic

- name: ES USERNAME
valueFrom:

secretKeyRef:

key: ES USERNAME

name: elastic

Note:

e The indentation of the above yaml must be correct in order to commit the changes. There are
various tools online to help, such as yamlchecker.
* Replace <platform> with the name of the Helix Platform Common Services namespace.

7. Update “matchlLabels" with the label from the elastic exporter selector.

kubectl -n kube-prometheus-stack edit serviceMonitor helix-es-monitor

namespaceSelector:



matchNames:

- kube-prometheus-stack

selector:

matchLabels:

app: prometheus-elasticsearch-exporter

8. As of the current 24.2 Common Services release, we recommend using the standalone
PostgreSQL exporter pod to obtain more comprehensive metrics.

helm -n kube-prometheus-stack install pgexporter prometheus-
community/prometheus-postgres-exporter

9. Configure the exporter with an encrypted password (postgreSQL password from secrets.txt pre
encryption).

a) echo -n pGTest2020 | base64 #output will be used for password
CEdUZXNOMjAyMA==

b) kubectl -n kube-prometheus-stack edit secret

apiVersion: vl

data:

data source password: cEdUZXNOMjAyMA==
kind: Secret

metadata:

annotations:
meta.helm.sh/release-name: pgexporter

10. Create a yaml file called pgpatch.yaml and paste in the following content:

spec:
template:

spec:

containers:

- name: prometheus-postgres-exporter

image: quay.io/prometheuscommunity/postgres-exporter:v0.15.0
env:

- name: DATA SOURCE URI

value: postgres-bmc-pg-ha.<platform>:5432/7sslmode=disable

11. Apply the patch.

kubectl -n kube-prometheus-stack patch deploy pgexporter-prometheus-postgres-
exporter --type='strategic' -p "$(cat pgpatch.yaml)"

12. Update the Service Monitor to use the external exporter.

kubectl -n kube-prometheus-stack edit servicemonitor helix-pg-monitor

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor



metadata:

annotations:

meta.helm.sh/release-name: helix-monitoring
meta.helm.sh/release-namespace: kube-prometheus-stack
creationTimestamp: "2024-03-29T14:16:32Z"
generation: 5

labels:

app: kube-prometheus-stack-prometheus
release: kube-prometheus-stack

name: helix-pg-monitor

namespace: kube-prometheus-stack

spec:

endpoints:

- interval: 30s

path: /metrics

scrapeTimeout: 20s

targetPort: 9187

namespaceSelector:

matchNames:

- kube-prometheus-stack

selector:

matchLabels:

app: prometheus-postgres-exporter

13. The Platform statefulset contain a Prometheus JMX agent which, is very useful to monitor JVM-
related information. We can leverage this agent by simply copying an existing service monitor and
updating it to use a new name against the label of the platform-fts pod. For example:

kubectl -n kube-prometheus-stack get serviceMonitor helix-redis-monitor -o
yaml > helix-jmx-monitor.yaml #Copy an existing monitor and change as
highlighted below

labels:

app: kube-prometheus-stack-prometheus
release: kube-prometheus-stack

name: helix-jmx-monitor

namespace: kube-prometheus-stack
resourceVersion: "44082249"

uid: 9d08c078-19dc-4fel-blbl-8elbcb673e21
spec:

endpoints:

- interval: 30s

path: /metrics

scrapeTimeout: 20s

targetPort: 7070

namespaceSelector:

matchNames:

- <innovationsuite>



selector:
matchLabels:
app: platform-fts

kubectl -n kube-prometheus-stack apply -f helix-jmx-monitor.yaml #To deploy
the service monitor

Note: Replace <innovationsuite> with the Innovation Suite namespace

14. At this stage you should now be able to view active Service Monitors by using the Status >
Service Discovery menu.

Service Discovery

-
*
-
-
-
£

Q | Filter by labals

serviceMonitorfkube- prometheus-stackfhelix-es-monitorfd (1] 27 active targets)
sarvicaMonitorouba-promatheus-stack haelix-jmx-manitan)d (10 [ 280 active targets)
serviceMonitorfkube-prometheus-stackhalix-kaflka-monitor/0 (2 | 27 active targets)
serviceMonitorfkube-prometheus-stackhelix-pg-monitorfd (3 [ 271 active targets)
serviceMonitonkube-prometheus-stackhelix-redis-monitorfd (6 [ 271 active targets)
serviceMonitorfkube-prometheus-stackfhalix-vminsert-monitorf0 (3 [ 271 active targets)
serviceMonitorfkube-prometheus-stackfhelix-vmselect-monitor/0 (6 [ 271 active targets)
serviceMonitonkube-prometheus-stackhelix-vmstorage-monitorfQ (2 [ 271 active targets)

15. To begin setting up reports, navigate

to the Grafana > Dashboards tab and click on the “New" button to create a "Helix" folder.

16.

Dashboards

Now click New > Import.

lortmansger-mixin
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Home Dashboards

Import dashboard

Db T

88 Dashboards =

Upload dashboard JSON file

Find and import dashboards for common applications at

m7e

Import via dashboard JSOMN moadel

Load Cancel

17. Enter the following dashboard ID numbers, click the load button and choose “Prometheus” as the
data source followed by the import button.

Victoria Metrics 11176
Kafka 7589
PostgreSQL 0628
Redis 11835
Elastic Search 2322
Persistent Volumes 13646
Platform JVM 14845

For example, to set
up PostgreSQL, choose'Prometheus’ as the source.
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Home Dashboards

Import dashboard

Importing dashboard from Grafana.com
Dashboards

Published by MinlO, Inc

Updated on 2024-03-05 19:44:22

Options

Namae

PostgreSQL Database

Folder

Dashboards

Unigue identifier (UID)

Change uid

Prometheus

Prometheaus
Import Cancel

If you would like to see the promQL queries that these dashboards are using, simply click on the
metric in the dashboard then choose edit from the menu. You are also free to add in your own

queries.

In conclusion, BMC Helix IT Operations
Management (ITOM) provides powerful performance monitoring capabilities. For scenarios where it's
inaccessible, the integration of open-source tools like Prometheus and Grafana offers a flexible
alternative. These tools, with their robust metric gathering, querying, and visualization features,
ensure that performance monitoring can continue seamlessly. The detailed architecture and
installation steps outlined demonstrate how to leverage these tools effectively within a Kubernetes
environment. Additionally, the use of the Prometheus Operator and the Kube-Prometheus stack
simplifies the deployment and management of these monitoring tools, ensuring a comprehensive
and scalable monitoring solution. While these open-source tools are not supported by BMC, they
provide a valuable resource for maintaining system performance and reliability in diverse IT
landscapes.

To learn more, visit our BMC Containerization Community Channel and check out the BMC
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documentation here.
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