HOW TO MONITOR NGINX USING KIBANA AND ELASTICSEARCH
ON DOCKER

In this article, I'll show how to use Kibana to monitor the nginx web server. We will use the nginx
Filebeat module and, of course, Elasticsearch.

Kibana is the graphical front-end for Elasticsearch. Filebeat is one of several Elasticsearch data
shippers; others are Logstash, Metricbeat, and Packetbeat, plus a couple of specialized ones.

Install Kibana and ElasticSearch

We use Docker since it's the simplest way to install Kibana.

First, install ElasticSearch:

sudo docker pull docker.elastic.co/elasticsearch/elasticsearch:7.6.2

sudo nohup docker run -p 9200:9200 -p 9300:9300 -e "discovery.type=single-
node"

docker.elastic.co/elasticsearch/elasticsearch:7.6.2&

Then you need the docker container ID to install and start Kibana. Run this command to get the
container ID:

sudo docker ps


https://blogs.bmc.com/blogs/elasticsearch-introduction/
https://blogs.bmc.com/blogs/elk-stack/

Now get a root shell. Then pass a routable IP address to Kibana using the SERVER_HOST
environment variable. Otherwise Kibana will bind to localhost, which does no good since you can't
reach it across the network.

(Important note: To put Kibana on a public IP address, do not follow these steps. Instead, you'll need
to turn on security, which | don't cover in this article. If you don't turn on security, people running port
scans against your service will find your Kibana install and be able to use it without logging in.
Instead, | leave off security, set my firewall rules to allow access only from my designated IP
address, and | follow these instructions.)

sudo -1

export SERVER HOST="172.31.46.15"

nohup docker run --link(container id):elasticsearch -p 5601:5601
kibana:7.6.2&

Now open the console:

http://(ip address):5601/app/kibana#/home

Install Filebeat

You don't need to install Filebeat in a container as the installation is simple and requires no
configuration.

curl -L -0
https://artifacts.elastic.co/downloads/beats/filebeat/filebeat-7.6.2-amd64.de
b

sudo dpkg -i filebeat-7.6.2-amd64.deb

There is no configuration necessary, unless you have modified the log location in nginx, in which
case you would need to put the paths in /etc/filebeat/modules.d/nginx.yml. Assuming you are
using the regular nginx layout, just enable the nginx module.

sudo filebeat modules enable nginx
Now run this command to push the filebeat dashboards to Kibana:

sudo filebeat setup --dashboards

Loading dashboards (Kibana must be running and reachable)
Loaded dashboards

sudo filebeat setup -e

After a while it will stop, once it has installed the dashboards. So, start Filebeat like this:

sudo service filebeat start

Open the Kibana nginx Dashboard

The Kibana nginx dashboards are basic. For now, we'll use the dashboards that nginx has created,
although you can make your own dashboards for specific use cases. (Tutorial coming soon.)

Go to the dashboards display:
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Then type the letters nginx to find the dashboard:
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Now you will see charts
on the dashboard. Here is the world map showing where your traffic comes from:
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This shows page counts
by status codes. One observation you can make here as this web server, as any public web server, is
constantly being hit by hackers looking to see what vulnerabilities you have left exposed. That's why
there are so many HTTP error 400s (bad request) on this server.
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Set the time filter as it will default to the last 15 minutes:

K . Dashbeard = [Filebeat Nginx] Access and error logs ECS (i8] &
® Full screen Share Clone Edit
¥~ Search KaL B8 v ~ 15 hours ago - now C Refresh
@
o ©  +Add filter Absolute Relative Now
il ]
Dashboards [Filebeat Nginx] ECS
& 15 Hours ago N7
8l
Nginx logs overview | Nginx access and error logs
X Round to the hour
Access logs over time [Filebeat Nginx] ECS

@ Startdate Apr 28, 2020 @ 19:06:55.175
£

20
G | |

12 . |

1 A
@ : ,a'i\ [ II‘ I
A 4 | _ < .
- 0 W WY W S /\/\/\ S JI ‘LJ HA/\/\M/ -\
qa 19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00
per 10 minutes Access logs 0

=

This view gives log
details:
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Nginx error logs [Filebeat Nginx] ECS

Time log.level

> Apr 29,2020 @ 09:24:49.000 error

> Apr 29,2020 @ 09:15:49.000  error

Nginx access logs [Filebeat Nginx] ECS

Time url.original

> Apr 29,2020 @ 09:24:49.000 /cgi-bin/mainfunc
tion.cgi

> Apr 29,2020 @ 09:19:25.000 /

1-380f38 < >
message
open() "/varfwww/html/cgi-bin/mainfunction.cgi” failed (2: No such file or directory), client: 80.82.

78104, server: walkercodetutorials.com, request: "POST /cgi-bin/mainfunction.cgi HTTP/1.1%, host:
"35.180.156.247:80"

open() "/varfwww/html/cgi-bin/mainfunction.cgi” failed (2: No such file or directory), client: 186.10
1.230.155, server: walkercodetutorials.com, request: "POST /cgi-bin/mainfunction.cgi HTTP/1.1", ho
st: "127.0.01"

1-500f116 < >

http.request.method http.response.status_code http.response.body.byt
POST 404 152B
GET 200 11.4KB



